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In today’s world, more
activity than ever
is conducted online.
It’s important to know
how to stay safe.

As the digital landscape continues to grow
at pace, so does the security threat to our
data as cyber fraud activity continues to 
become more sophisticated and difficult to
detect. As part of one of the UK’s largest 
Financial Services Providers managing 
these threats on a daily basis, we are 
keen to support advisers and our 
customers with insight and knowledge 
to help you prepare your business 
against these threats.

Jackie Leiper

Pensions, Stockbroking and 
Distribution Director

Adviser firms and employers are trusted to hold
sensitive data and can provide gateways to multiple
firms, individuals and sectors. They could be 
perceived as an attractive target for attackers.

This guide offers insight to assist in building awareness of, 
and protecting yourself against, the increasing number 
and sophistication of cyber threats.

VULNERABILITIES
– How attackers get in
– Common device infections – Malware
– Common device infections – Ransomware
– Attacks on online availability
– Multi-stage attacks – Advanced Persistent Threats
– Phishing, vishing and smishing – don’t be

manipulated
– Supply Chain Attacks
– The Insider Threat
– Business email compromise
– The risk of home and mobile working
– Your online profile
– Identity theft
– Cloud Threats
KEY TIPS
CYBER GLOSSARY
CONTACTS AND LINKS
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What are the potential risks?
• Attackers can access IT networks through vulnerabilities in a

business’s systems, processes or people. Vulnerabilities occur
through flaws, features or user error (see The Insider Threat).
Attackers will exploit any combination of these to succeed.

• Flaws found in software are exploited regularly in cyber
attacks. Fixing known flaws is called ‘patching’, but flaws can 
go undetected for significant periods, until a fix or patch is 
released by the software vendor.

• Features: Functionality intended to automate or simplify use of 
computers or mobile devices can be misused by attackers to 
breach a system, e.g. macro features in Excel can be used by 
attackers to instruct a computer to perform unwanted tasks,
such as downloading malware or recording keystrokes.

• Modern devices are often designed to allow users tocontrol and 
interact with other devices remotely (e.g. phones connecting to car
computers enabling you to hear your text messages). Connection
of these devices in this way is commonly referred to as the Internet 
of Things (IoT). Many have poor or no security controls, like 
default and easy-to-guess passwords, making them easy to 
compromise. This can allow attackers to access internal networks 
and systems and enable further attacks, like data theft.

How to protect your data
• Never interrupt systems updates, for instance, by 

manually shutting down your device – allow this process 
to complete. This is important, as this process is carried 
out to address vulnerabilities and flaws in operating 
systems which have been identified.

• Features: Historically, user experience has been prioritized 
over security to fit the growing needs of the customer. 
Businesses can protect themselves by disabling non-
essential functions on PC and mobile devices, such as 
macros or Bluetooth.

• Internet of Things (IoT): Vigilance is recommended as
understanding around threats from IoT devices, and how 
to mitigate them, continues to build. However, be aware of
any IoT-enabled devices used within your business, and 
the role that they play, in order to assess any potential 
threats they pose. Ensure that IoT device usage is 
covered in any organisational policies, governance and 
colleague training.

What to look out for
• Keep known vulnerabilities 

mitigated in a timely fashion 
with a regular patching cycle.

• Always change default 
passwords on IoT devices or 
devices that have Wi-Fi or 
Bluetooth enabled.

–
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What are the potential risks?
• Malware (malicious software) allows criminals to access or

control a device and to steal data, capture login credentials, 
or carry out specific actions without you knowing. Recently,
malware has also enabled attackers to use devices for virtual
currency mining.

• Malware typically spreads through phishing emails, infected 
websites, and removable media (e.g. memory sticks, external 
hard drives).

• It can also be contained within free downloads or trials of
software, or “click-through” adverts.

• Banking Trojans are financial malware that are designed to 
intercept online banking credentials with the goal of stealing funds 
from the victim. It can be distributed by the above methods. A 
device infected with financial malware would:

• Redirect any network traffic intended for your banking 
website to an attacker-controlled website 

• Avoid interacting with the bank and manipulate live online 
banking sessions and instead mimic the user experience. 

How to protect your data
• If you use removable media, always check the contents

with up-to-date virus scanning software, even if you know 
the person giving them to you.

• Be cautious if asked to download software or
accept “free system scans”.

• Do not click on any links or open attachments
in unexpected emails.

• Do not insert removable media of unknown 
origin.

What to look out for
• A blank blue screen,

unexpected pop-ups,
messages, toolbars.
Programs might start automatically. 
Devices might also crash.

• Slow running device. Less or no 
available drive space – malware 
often uses spare space.

–
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What are the potential risks?
• Ransomware is malware that severely restricts access to a

device or file until a ransom is paid (usually within a specific time,
after which data will be unrecoverable or the deviceunusable).

• Ransoms range from hundreds to thousands of pounds 
in actual or virtual currencies, such as Bitcoin. Some 
victims pay out to avoid inconvenience or 
embarrassment, but this can cause further targeting.

• Like malware, ransomware is commonly spread via 
email, visiting a website which hosts ransomware, or via 
removable media.

• Extortionist ransomware involves the practice of 
publishing, or threatening to publish, stolen data in order 
to pressure the victim to pay the ransom. By using this 
“double extortion” technique, ransomware operators 
expose a victim to additional financial loss. This can be 
especially effective if a victim has backed up their data –
and therefore lacks the incentive to pay for a decryption 
key alone. This ultimately means that backing up data no 
longer mitigates the threat of ransomware attacks.

How to protect your data
• Follow the advice for malware. Also use

anti-ransomware software.
• Back up important data or files so that you 

always have a copy available.
• Contact law enforcement if a ransomware attack is 

detected or suspected.

What to look out for
• A screen saying that

access is blocked, and 
a ransom request.

• Files with unusual 
extensions like “.locky”, 
“.encr”, or “.locked”.

–
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What are the potential risks?
• Denial-of-Service (DoS) attacks are an attempt to make an 

online resource (e.g. a website) unavailable to users by
overloading it with internet traffic. Distributed Denial-of-
Service (DDoS) attacks are a type of DoS where the attack 
originates from multiple sources, creating a larger attack and 
making it harder to trace its origin.

• As well as undertaking DDoS attacks for political or
ideological reasons, organisations can be threatened 
with attacks unless a ransom is paid.

• Website attacks can occur for numerous reasons, 
as websites are often seen as the shop window to 
abusiness.

How to protect your data
• Define and enforce secure business procedures and 

guidelines on safe use of devices to help ensure that your 
equipment,and your business resources, are not put at risk.

• Extortion demands received should be reported to 
the relevant management and potentially to law
enforcement. These demands can be targeted, but 
also often form part of scams sent to thousands of 
recipients in the hope that some will pay.

• It is recommended for you to put contractual safeguards 
in place with any 3rd party service provider firms you are 
dealing with.

What to look out for
• Slow running or unavailability 

of a website could suggest 
that it is under attack via
DoS/DDoS.

- ––
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What are the potential risks?
• An Advanced Persistent Threat (APT) is a sophisticated targeted 

attack often using a variety of carefully planned and designed 
techniques to achieve its objective, which will often be long-term 
infiltration and/or data theft or manipulation.

• Attack techniques often include social engineering tactics 
such as phishing (email), vishing (telephone) or smishing 
(text message) in an attempt to obtain sensitive information 
from a victim, as well as customised tools developed 
specifically for the campaign.

• APTs take time to prepare and execute – significant
intelligence gathering will be the first stage, to understand 
a target’s infrastructure, controls and key employees.

• The early stage of an APT will be conducted stealthily to 
avoid detection. It is increasingly common for material to be 
gathered from employees’ social media posts at this stage.

• Lengthy covert surveillance followed by theft of sensitive
information from the target are common next steps, but
attacks can also include sabotage of the target’s data
or infrastructure.

• APTs may compromise third-party vendors to conduct a 
supply-chain attack on an organization. More information on 
supply-chain attacks here.

How to protect your data
• In addition to introducing secure business policies and

guidance on safe device usage, an essential layer of 
protection involves employee education. This is because 
staff are often targeted via spear phishing attacks to access 
their business systems.

• Risk management teams should employ third-party risk 
protocol and evaluation systems that account for insider 
threats, ransomware activity, and the potential pitfalls 
associated with internationally dispersed research and 
development teams.

What to look out for
• Look out for any social                    

engineering attempts and            
encourage your colleagues and 
customers to report them.

• Be aware of ways in which APT 
attackers could infiltrate the 
organisation, for instance via 
malicious emails. (This is 
covered here.)

, – ’
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What methods are commonly used?
• Criminals can elicit information about you and your organisation 

by posing as organisations or people you deal with often. 
Approaches can be via email (phishing), telephone (vishing) 
and SMS messages (smishing).

• The information gathered can be used to commit fraud, data 
theft, or identity theft.

• Messages can include links or attachments which, when 
accessed, can install malware on your device.

• Contacts can be personalised using your name, job title, or both. 
Messages often target a specific individual or organisation, 
sometimes specifically selected due to their access rights 
or profile.

• Contacts might have a sense of urgency, or threaten specific 
action if you don’t comply. They might have a compelling story –
e.g. a client in difficulty and needing an urgent funds transfer, or 
a senior colleague requesting an urgent supplier payment.

• If you host data on a cloud service, criminals can also target and 
compromise these services to gain access to your data. They 
may also pose as cloud providers via any of the above methods.

How to protect your data
• If you are asked for information, be sure that it is genuine

– validate it via a trusted method. With calls, hang up and
call back on a trusted number from a differentphone.

• Think before you click on any links or attachments in
messages – validate the contact. Following links or opening 
attachments in bogus messages can lead to your computer 
being compromised.

• Choose known, reputable cloud services. Complete 
thorough due diligence, and be wary of overly attractive 
offers orclaims a company makes.

• Avoid clicking on hyperlinks and instead copy link 
addresses into the browser to ensure you are navigating to 
a trustworthy source.

What to look out for
• Be wary of emails asking 

you to click on links or
open attachments.

• Someone impersonating Scottish
Widows may ask you to send on client 
details or sensitive information. 
Always validate any such contacts.

• Look for minor spelling mistakes in 
email addresses, e.g. scotwidows.co.uk 
instead of scottishwidows.co.uk  Hover 
over the sender’s email address. Does 
it match where they say they are from?

• Be wary if you are asked to transfera 
client’s pension fund or change their 
address, even if it appears to come 
from your client.

- –
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What methods are commonly used?
• Supply Chain attacks are technically challenging and typically 

conducted by highly capable threat actors.

• Supply-chain attacks can be instigated via tampered software, 
hardware or network infrastructure. 

• Tampered software can be a malicious update or code 
library, potentially affecting thousands of users and 
remaining undetected for months. 

• Tampered hardware involves adding a backdoor to a 
physical electronic component to eavesdrop on users. 

• Tampered network infrastructure exploits vulnerable 
internet facing web components such as web applications 
or scripts.

• Cloud implementations have become an emerging target for 
sophisticated threat actors seeking to compromise multiple 
targets at once, across geographies and sectors. For more 
information on Cloud threats, see here.

How to protect your data
• Managing third-party risk is becoming more complex as

companies share increasing amounts of data with
suppliers and managed service providers. Third-, fourth,
or even fifth-party supplier incidents can have a knock-on
effect on downstream customers.

• Make sure your suppliers have appropriate email controls
such as DMARC and a good level of cyber-security
hygiene such as NCSC’s Cyber Essentials.

• Always review third party code you use for your external
facing website or internal applications and scan them for
vulnerabilities. Implement a regular patching cycle.

• If your developers use external code libraries, pull them
into a secure, internal repository first, review them and
only use the code from the internal source.

What to look out for
• Be careful when using public 

code repositories, as they     
could have been tampered with.

• Be wary of unexpected updates, 
which may have  been hijacked 
by an advanced threat actor.

, – ’

https://www.ncsc.gov.uk/cyberessentials/overview
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What are the potential risks?

• Insider threats can pose a real threat to organisations and 
jeopardise the security of their data. This insider activity may 
be accidental (i.e. an employee unwittingly divulging sensitive 
information) or intentional (i.e. a disgruntled employee 
stealing data or a systems administrator wittingly 
misconfiguring access controls).

• Insiders may be motivated by various factors, including 
unhappiness or disillusionment with an organisation, being in 
financial difficulty, extortion or coercion from criminals. They 
might even be placed in an organisation specifically to commit 
fraud, data theft or sabotage.

• Whether actions are carried out intentionally or not, 
the impacts are the same. Organisations can lose out
financially, suffer reputational damage, incur regulatory 
penalties and lose business.

How to protect your data
• Establish and adhere to robust account, systems, 

database and application management processes.

• Limit, control and monitor privileged accounts, systems,
databases and applications. Regularly review these to 
ensure that the right people have the appropriate access
permissions. Take particular care with leavers and joiners.

• Control access to activity and audit logs, and undertake
regular reviews of these to identify any issues or
concerns.

• Implement robust and regular colleague training to reduce
the likelihood of accidental incidents which put the
organisation at risk.

What to look out for
Insiders can be hard to 
detect or anticipate. 
However, the following can 
sometimes be signs that 
something is wrong:

• Lifestyle changes not in line
with a colleague’s means.

• Anything that is out of character
or unusual for a colleague.

• A colleague emailing a high 
volume of email attachments to 
an external email address.
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What are the potential risks?
• Business Email Compromise (BEC) is a growing threat, with 

Advisers in particular being targeted in this area. It involves 
criminals using a compromised or impersonated business 
email account and abusing the high trust level afforded to that 
account to deceive victims into providing information,
transferring money, or downloading malicious files.

• BEC is also frequently used to fool business employees
and/or associates into transferring money to unauthorised 
accounts operated by the criminal(s).

• Advisers could be particularly vulnerable to this type 
of scheme given the high level of trust and access 
granted by customers, and if they act as the transfer
mechanism for payments or investments.

• If compromised, their credentials could be used to
access the organisation and/or its customers’ 
accounts, files and resources.

How to protect your data
• Remain vigilant about safe usage of your device. Roll out

and participate in regular and appropriate employee training 
/awareness of security procedures and safe working from
home or on the move.

• Follow the advice given in this brochure around protecting
yourself from malware, ransomware and malicious emails 
or SMS. These could all be routes into the business for
criminals looking to compromise email accounts.

• Put in place two-factor-authentication practices so financial 
transactions are confirmed with advisers through more 
than one medium.

• Advice to businesses covering BEC can be foundat:

o National Cyber Security Centre (NCSC) -
https://www.ncsc.gov.uk/collection/email-security-
and-anti-spoofing

o Take Five website - https://takefive-
stopfraud.org.uk/advice/business-advice/

What to look out for
• BEC can be hard to spot,

especially if attackers are 
able to hide any messages
they have sent out in your name.
However, be on your guard if people 
say they have received messages
that you know you haven’t sent, or
messages about topics that are out 
of the ordinary for you.

https://takefive-stopfraud.org.uk/advice/business-advice/
https://takefive-stopfraud.org.uk/advice/business-advice/
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What are the potential risks?
• Home working has increased in prevalence hugely in the last 12 

months following the Covid-19 pandemic. Therefore the risks of 
home-working security are more paramount than ever.

• Criminals may compromise your device to access your data or 
control your device themselves. One way to do this is by hacking.

• Hacking can be done by infecting a device with
malware (covered here), obtaining or guessing your 
login credentials, or by compromising WiFi connections 
/creating spoof ones.

• Public WiFi hotspots, even those requiring a 
password, pose a threat. Hackers may access 
devices which use these hotspots and potentially put 
you at risk.

• Removable media such as external hard drives, 
disks, USB or memory sticks can be used to 
introduce malware to devices. Once on a device, 
this could compromise not only the data on that 
device, but it could also spread across a system or 
network, creating further infections (depending on
the malware capability).

How to protect your data
• Use hard-to-guess passwords. Don’t use 

them for multiple applications.

• Protect your home broadband with a strong
password. Change it if you suspect it is
compromised.

• Use a password manager.

• When using public WiFi, avoid sending/receiving 
personal information, or information relating to clients 
or colleagues. Avoid accessing systems to carry out 
client transactions.

• Log out of online accounts and computers when
you’ve finished with them.

• If you use removable media such as disks, USB sticks or
similar, always check the contents with up-to-date virus 
scanning software, even if you know the person giving 
them to you.

• Make sure ports, such as Remote Desktop Protocol (RDP), 
are configured correctly.

• Ensure there is a strong company policy regarding bring-
your-own devices.

What to look out for
• Compromised devices might 

run slowly, crash, or have
blank blue screens.

• Unexpected pop-ups, messages, or 
toolbars on your screen. Programs 
might start automatically, or the 
mouse might move by itself.

• You might see changes to records, 
data or systems that you haven’t made.

• Look for the same signs as 
malware infection.
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What are the potential risks?
• Criminals can use what they know about you to manipulate

you, with a view to gathering further information or getting you 
to carry out specific tasks.

• Social engineering commonly uses emails, calls, or SMS. 
These messages can purport to come from colleagues, 
clients, or even law enforcement. They will often lull you 
into a false sense of security by giving you information that 
you know to be true, or something that the genuine contact 
would know.

• Outcomes from social engineering and impersonation
include fraud, data theft, extortion and identity theft.

How to protect your data
• If your business doesn’t already have one, you should establish a

social media policy to educate colleagues about what they post
online. They may not know the risks of discussing work-related
topics on social media, which can result in your business being
targeted by (spear) phishing attacks.

• Be careful about the amount of information available online
about you or your organisation. This can be used to build a
profile of you and create an effective and convincing contact.

• If you are unsure of a contact, do not respond. Validate the
contact via trusted means.

• Do not be persuaded by messages telling you thingsabout
yourself, your client, your business or colleagues.

• Never grant anyone access to your device unless you have
requested this.

What to look out for
• Be wary of messages

threatening action such as
suspension of access to an
account or service unless you comply. 
This is intended to scare or pressure 
you into doing what the message asks.

• Be wary of anyone saying they are from 
your IT department – this could be a 
ruse to gain access to your device.
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What are the potential risks?
• Theft of personable identifiable information (PII) and private 

health information (PHI) such as names, addresses and 
dates of birth can help criminals obtain identification 
documents such as passports and driving licences in your, 
your clients’ or your employees’ names.

• Your information could also be used to impersonate you
and dupe clients and colleagues.

• Professionals can be at risk of being a victim of impersonation
/identity theft, as well as providing a mechanism for client or
colleague data theft.

How to protect your data
• Securely dispose of personal or

confidential/sensitive business documents.

• Take appropriate measures to protect your client/colleague 
data. Do not let your actions put others at risk of identity theft.

• Avoid sharing too much personal and business
information online. This can be used to build a profile 
of you or your company, which can then be misused 
against you.

• Review any supplier or similar third party relationships and
any access or signing rights that they have. Ensure that these 
are regularly updated.

What to look out for
• Bills or invoices for things 

you haven’t ordered or 
confirmation of transactions 
you haven’t completed.

• Letters regarding debts that aren’t
yours or your organisation’s.

• Inability to log onto an online account. 
A criminal may have changed your 
login credentials.
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What is Cloud computing?
Cloud computing refers to the delivery of computing services 
(including servers, storage, databases, networks, software, analytics 
and intelligence) over the internet, instead of locally (e.g. instead of 
data centres managed locally).

There are differing breadths of services available that offer server only to 
a complete development and deployment environment in the cloud.

What are the potential risks?
• Cloud computing usage has increased significantly in recent 

years with most organisations using this technology to improve 
efficiency, reduce cost and overheads or simplify and modernise 
their technical infrastructure.

• Similarly attackers have viewed this technology as a means to 
compromise an organisation, other users of the Cloud Service 
Provider or the Cloud Service Provider itself. The market dominance 
of a small number of cloud providers may cause actors to increase 
their efforts to attack those providers and target multiple customers 
of interest if they share the same platform. 

• There have been a number of high profile organisations that have had 
their Cloud infrastructure breached or compromised with the resultant 
reputational damage and financial losses as well as a loss of confidence 
in the victim organisation.

• Configuration of controls appears to be a key factor in most of the attacks 
to date, which can cause data to become publicly accessible.

How to protect your data
• Ensure you complete due-diligence before engaging a 

new Cloud Service Provider.
• Consider the type of service you are obtaining from 

your Cloud Service Provider. Consider engaging 
your provider to deliver security and configuration 
services to do this for you if you do not have in-house 
technical capability.

• Ensure Cloud responsibilities, controls and 
configuration are understood and optimised with 
monitoring of behaviours and activity to minimise the 
risk of an attack. This includes both your and your 
Cloud Service Providers responsibilities and controls.

• Access controls at both your organisation and your 
Cloud Service Provider.

• Manage your third party suppliers – ensure cyber-
security and responsibilities are detailed in your 
contract with your Cloud Service Provider and includes 
having the right to audit.

What to look out for
• Ensure that your 

IT department are 
correctly thinking of Cloud 
configuration and control that 
is relevant to your business 
and your agreement with your 
Cloud Service Provider. 
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Antivirus protection
• Introduce secure business procedures and guidelines on safe use of devices, including 

awareness of the ways malware can be installed via email and websites.

• If you use removable media such as USB sticks or disks, always check the contents with 
up-to-date virus scanning software, even if you know the person giving them to you.

Downloading
• Be cautious when asked to download software or offered “free system scans”.

• Don’t reply to, or click on, links or attachments within unsolicited messages, even if they 
address you by name.

Strong passwords
• Never use the same password for multiple accounts or devices.

• Construct passwords which are hard to guess, ideally 10-12 characters in length using a 
mixture of upper and lower-case letters, numbers and special characters.

• Never write your passwords down or share them with anyone. If you suspect a password 
might be compromised, change it.

• Implement a password manager and two-factor authentication.

Devices, networks and remote access
• Implement regular patching cycles.

• Regularly back up your device(s), ensuring that your most important files are 
copied frequently. Password protect or encrypt sensitive files or data.

• Don’t give anyone remote access to your device unless you have authorised this.

• Avoid using public networks that are unsecured.

Personal information
• Securely dispose of personal, client or business documents.

• Avoid sharing too much personal or business information online. This can be 
used to build a profile of you.

• Be wary of contacts asking you for information, or to carry out instructions.

Cyber insurance
• Consider cyber insurance and create a response plan. Should a situation occur 

you may find insurance useful if it comes with access to a response cyber 
partner/consultancy which may in certain situations aid recovery.
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Denial-of-
service (DoS)

Denial-of-Service (DoS) attacks are an attempt to make an online resource (e.g. a website) 
unavailable to users by overloading it with internet traffic.

Encryption The process of encoding messages or information into code so that only authorised parties 
can read it. Intended recipient(s) must use the appropriate password or key to decrypt it.

Firewall A firewall prevents unauthorised access to a computer or network by acting as a barrier 
between networks or parts of a network, blocking malicious traffic or preventing hacking 
attempts. The firewall inspects inbound and outbound traffic to see if it meets certain criteria. If 
it does, it is allowed; if not, the firewall blocks it.

Internet of 
Things (IoT)

Everyday items that are internet enabled, allowing them to connect to and communicate with 
each other, and exchange data without human involvement. These can include home 
appliances, cars, energy smart meters, smartphones, lighting and heating, or door access 
systems, e.g. lightbulbs which are switched on via a smartphone app, or an office motion 
sensor which activates an alarm system.

Malware A collective term referring to a range of malicious software, including viruses, Trojans and 
ransomware. It is created for nefarious purposes, typically to damage, disrupt or exploit 
weaknesses in computers.

Patches Software add-ons designed to add new features or to fix bugs or vulnerabilities in software, 
operating systems, or applications. Applying these – patching – is essential to protect against 
malware. Many threats take advantage of security vulnerabilities.

Phishing An attempt to obtain sensitive information from a victim by email. The sender claims to be 
from a trusted source (a colleague, client, supplier, or similar). Emails will typically direct the 
victim to a website which asks them to share their passwords (or other sensitive information), 
or install malware on the victim’s device.

Ransomware Malware designed to coerce victims into paying a ransom, often by restricting access to a 
device or files until the user pays a fee. Messages can also be sent, purporting to be from law 
enforcement, claiming that the user has been involved in illegal online activities and giving 
instructions to pay a fine.

Removable 
media

Items which store data and can be inserted into laptops, PCs, tablets or other mobile 
devices. These include disks and USB or memory sticks. Malware or ransomware can be 
transferred via these devices.

Smishing A social engineering technique targeting mobile phones using SMS (short message 
service) or text messages to obtain private and confidential information. Messages are 
typically designed to trick the recipient into downloading malware onto their device.

Social 
engineering

Manipulation of people into performing actions or divulging sensitive or confidential 
information that can be used to gain physical access to areas or unauthorised access 
to computer systems, usually for fraudulent or other criminal purposes.

Spam An unsolicited bulk email which often arrives via legitimate email addresses whose user 
credentials have been compromised. Spam is frequently used to distribute malware 
and/or to trick victims into revealing sensitive information.

Spear 
phishing

A phishing attack directed at specific individuals or companies. Emails often appear to 
come from a recognised source to trick recipients. Often intended to steal data, these 
emails can also be used to install malware on a targeted user’s computer.

Virtual 
currency 
mining

Virtual currency mining is the process by which transactions are verified and added to 
the public ledger, known as the block chain, and also the means through which new 
virtual currency coins are released. The mining process involves compiling recent 
transactions into blocks and trying to solve a computationally difficult puzzle. The 
participant who first solves the puzzle gets to place the next block on the block chain and 
claim the rewards, usually financial.

Vishing A social engineering technique that is a variant of a phishing scam. Vishing uses the 
telephone in an attempt to scam users into divulging private or confidential information.
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• Scottish Widows Security Information

• The Pensions Regulator

• Action Fraud

• Cyber Aware

• Cyber Essentials

• National Cyber Security Centre (NCSC)

• Financial Conduct Authority

• Get Safe Online

• Stay Safe Online

56509 (03/20)

Our service promise
If you experience a problem, we will always try to resolve it as quickly as possible. Please bring it to the attention of any member 
of staff. Our complaints procedures are published at http://scottishwidows.co.uk/contact-us/index.html

Please contact us if you would like this information in an alternative format such as Braille, 
large print or audio.
If you have a hearing or speech impairment you can use the Next Generation Text (NGT) Service (previously 
Text Relay/Typetalk) or if you would prefer to use a Textphone, please feel free to call us on 0345 601 6909 
(lines open 7am–8pm Monday–Friday, and 9am–2pm Saturday).

Important information
Calls may be monitored or recorded in case we need to check we have carried out your instructions correctly and to help improve 
our quality of service.
Lloyds Bank plc. Registered Office: 25 Gresham Street, London EC2V 7HN. Registered in England and Wales no. 2065. 
Telephone: 020 7626 1500.

Authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and the Prudential 
Regulation Authority under Registration Number 119278.

Eligible deposits with us are protected by the Financial Services Compensation Scheme (FSCS). We are covered by the 
Financial Ombudsman Service (FOS). Please note that due to FSCS and FOS eligibility criteria not all business customers will 
be covered.

https://www.scottishwidows.co.uk/about_us/security-information/
http://www.thepensionsregulator.gov.uk/
https://www.actionfraud.police.uk/
https://www.cyberaware.gov.uk/
https://www.cyberessentials.ncsc.gov.uk/
https://www.ncsc.gov.uk/
https://www.fca.org.uk/
https://www.getsafeonline.org/
https://staysafeonline.org/
http://scottishwidows.co.uk/contact-us/index.html

